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Countering the
New Frontiers of Fraud
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While the fundamental goals of fraudsters
that target banks and their customers have
remained largely unchanged for several
decades, the significant difference today
is the way that fraudsters utilise Al to craft
and execute complex social engineering
attacks and synthetic identity theft at
unprecedented levels of speed, reach
and scale.
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s fraud networks become more
Asophisticated, cyber-enabled fraud

attacks are no longer standalone
events, they have evolved into multi-
layered financial crime threats, perpetrated
by scammers who deploy coordinated Al
systems. Highlighting how fraudsters are
master adapters and the various ways that
banks can build defences against them,
a recent Thomson Reuters Confirmation
webinar event brought together a panel of
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speakers who shared insights and observations on the prevalent
attack and defence trends within the banking and professional
services environment. As Al-empowered fraudsters continue to
develop new ways to target banks, financial institutions and their
customers, panel speakers David CHAN, Chief Information Security
Officer at Hang Seng Bank, Hong Kong; Amelia CHING, Founder and
CEO of Singapore training and consulting firm AgilenLite; and Ross
WIDDOWS, Partner and Consulting Leader, NSW, at BDO Australia,
explained that static cybersecurity defence systems are no longer
sufficient to counter today’s sophisticated cyber threats.

In order to meet the surge in Al-led threats and vulnerabilities,
banks need to transition the cybersecurity operating model
from a reactive defence model to a proactive offence model,

the panel speakers explained. “For decades banks have built
defensive operations, but now they need to act offensively,” Mr
CHAN noted. While financial regulators increasingly request
banks and financial institutions to adopt “prevention-first”
frameworks, transitioning from cybersecurity risk mitigation to
an offensive posture is still a work in motion for many banks.
Put simply, the panellists explained, an offensive cybersecurity
posture involves identifying risks and vulnerability gaps before
a cybercriminal else does. Knowing that risks exist is merely
the starting point. The panellists agreed that effective offensive
strategies depend on combining an understanding of what is
being protected, how vulnerabilities can be exploited, and the
bank or financial organisation’s capacity to remediate. This
requires implementing a full scope of integrated systems and
strategies that not only probe and test a bank's defences,

but also evaluates the incident response and post-incident
capabilities of the defensive team. For example, using the same
tactics as malicious actors, but conducted by ethical hackers

or a bank’s own cybersecurity team, penetration tests or “pen
tests” probe for misconfigurations or unpatched software before
adversaries can. “Pen tests should not be tick-box exercises,”
Mr WIDDOWS cautioned, adding that tests should be conducted
regularly and not as one-off yearly or bi-yearly exercises.
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New twists on an old problem

Describing fraud as “an old problem with a new technology
twist”, Mr WIDDOWS explained as Al systems rapidly develop,
fraud scams are being executed faster and more convincingly
than ever before and are harder to detect. Compounding the
threat level further, the democratisation of Al technologies,
which has lowered the barrier to entry, enable fraudsters —
often operating as coordinated, well-organised gangs — to
test, execute, and redeploy scams across regional and global
markets in a fraction of the time it used to take to launch a
fraudulent activity. Today’s fraud campaigns frequently target
multiple institutions and geographies at the same time, Mr
WIDDOWS observed. Additionally, fraudsters embed Al into
their routing architectures, which make location detection
difficult to verify.

In the hands of cybercriminals, Al tools can make fake
documents appear more authentic and phishing attacks more
difficult to detect. For example, scams can be personalised
by using personal data and cloned voices scraped from social
media platforms to generate realistic synthetic IDs and
deepfakes. Mr WIDDOWS cited examples of deepfake videos
of executives being used to deceive unsuspecting employees
into transferring corporate funds and revealing sensitive data.

For Ms CHING, boosting banking practitioners’ awareness of
the threat deepfakes pose requires hands-on experience of
how deepfake impersonations are created using Al-simulated
audio and video. “People only really take deepfakes seriously
once they have experienced how easily a deepfake can be put
together,” she said. Once people understand how easy it is to
create a deepfake, it is about putting the appropriate hygiene
factors in place. Similar to personal hygiene, cybersecurity
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hygiene involves routine deploying preventative maintenance,
such as following cybersecurity processes, operating system
updates, separating web activities, providing employee
training and awareness, and protecting data. Ms CHING
recommends maintaining a high level of scepticism. “Never
trust anything at first sight,” she said. For example, due to the
quality of deepfakes being capable of meeting the validation
requirements of single-channel verification, it is essential to
apply independent, multi-channel verification to verify the
authenticity of customers, especially at the on-boarding stage.

Mobile device account management

Subscriber Identity Module (SIM), commonly known as “SIM
hijacking”, is another area Mr WIDDOWS highlighted as a
common target area for fraudsters. SIM hijacking involves
the use of Al-generated text messages and emails to deceive
telecom operators and unsuspecting mobile device users into
transferring phone numbers, passwords and SIM activations
to a SIM card in their possession. Aimed at combating
telecommunications fraud before service activation,
legislation was introduced in Hong Kong in 2022 requiring
complete real-name registration for all applications for SIM
cards (including SIM service plans and prepaid SIM cards)
issued by local telecommunications service providers for

use in Hong Kong. In a further bid to combat phone scams,
in 2025 the Hong Kong government proposed lowering the
maximum registration limit for individuals from the current 10
prepaid SIM cards per service provider to three. The proposed
amendment is expected to be presented before the Legislative
Council for scrutiny during 2026. While Hong Kong does not
maintain a distinct category exclusively for SIM card fraud,
identity theft accounted for 34% of losses among consumers
who reported digital fraud in 2025.
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The human factor

With research indicating the human element is often the
target for instigating cybersecurity breaches, Mr CHAN
pointed out that taking advantage of human vulnerabilities
remains one of the most exploited attack surface used by
fraudsters. With mobile phones often functioning as a
one-stop device for managing banking apps and personal
data, and often used while walking or multitasking, thereby
reducing vigilance and logical thinking, the customer end
of a bank’s digital platforms is often the weakest link, Mr
CHAN added. “We have seen a lot of malware that target
phone users’ mobile apps,” he said, citing the example

of a wave of malicious SMS messages that impersonated
government agencies and logistics companies that first
targeted unsuspecting individuals in Singapore, followed
by individuals in Hong Kong. “People clicked the malicious
link, which installed malware and practically handed
attackers control of their phones and their credentials,

Mr CHAN explained. Adding a layer of complication to

the deception, user credential checks are bypassed when
a legitimate customer unknowingly authenticates a
transaction that has been manipulated by cybercriminals.

Taking the view that no single method can serve as a
definitive indicator of authentication, Mr CHAN said it is
really about defence in depth. “There is no single tactic
or strategy capable of mitigating cyber-attacks,” Mr

CHAN said. A multi-pronged defensive shield requires
new approaches, such as using Al to identify behavioural
signals, including a login from a location that is not
associated with the customer, comprehensive scanning for
malware and detecting injection attacks, the process by
which malicious code or commands are introduced into an
application or system, tricking it into exposing sensitive
databases, bypassing security and executing unauthorised
actions.

While banks in Hong Kong and across the region are setting
up joint centres to utilise Al for fraud detection and share
suspicious activity information, the panellists suggested
that collaboration should extend beyond banks and financial
institutions to include regulators, law enforcement agencies,
telecommunications providers and technology firms.
Looking ahead to the post-quantum cryptography era —
taking the level and scope of encryption used in the banking
environment into account — the panellists advocated that
now is the time for banks to focus on developing tools and
systems that use Al to identify encryption architectural
weaknesses and novel attack paths.
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